This article presents an analysis of cloud technologies as key current trend in the development of IT infrastructure, their main characteristics, security levels and the increased requirements they must meet when considered for defence and security applications. It provides an overview of main standards and requirements that modern data centres have to meet to ensure a high level of availability of the provided IT services. Specific requirements have been formulated for building a sustainable system of modern data centres for defence and security needs, and attention has been paid to data protection when using cloud technologies. A solution is proposed for implementing cloud technologies and an approach for building an integrated data centre system for defence and security needs in organizing collaborative work between officials within the organization.
Introduction
Cloud technologies have entered very fast into all spheres of the modern world. By using them, the hardware is reduced and the reliability of the information services is increased, the development of information infrastructures of different organizations is optimized. A major advantage of cloud computing is the ability to allocate costs and resources between users, as well as access to information services for them regardless of where they are located. The important thing to achieve this is by providing available network connectivity.
Cloud computing is a technology which provide computing services to users, and these services (software and information) are typically in the form of WEB. It also provides access to the hardware and system resources of the data centres that offer these services. In this way of organization and operating computer systems, the provided computer resources (processor time and computer memory) can be optimally distributed and dynamically enhanced through virtualization technologies.
Cloud computing includes collaboration, agility, scaling and availability and provides opportunities for cost savings through optimization and efficient resource management. This is also the solution for outsourced software, platforms and infrastructure. This technology allows ubiquitous access to cloud computing configurable resources, such as networks, servers, storage arrays, applications and data centre services.
According to their visibility clouds are divided into private, public, hybrid and community. 4 Each of them has different security features and levels, which determine their applicability.
The public cloud is an IT infrastructure, platform, or service that is publicly available on the Internet and maybe free of charge or active against payment. This cloud is deployed in the field of CRM, communications, offices, and so on. In the field of defence and security, it is appropriate to support information systems for work with outside clients and organizations. An example of such type of cloud is a Gmail platform.
The Private Cloud is a cloud infrastructure that combines the IT services of a company or organization and is not accessible to external organizations and individuals. It is managed by a private (internal) data centre organization and thus the company assures the integrity and security of its data. The private cloud has a higher price and security level than the public cloud. It is protected by a firewall and can only be accessed through an internal secure network. Processes, services, and information are managed within the organization itself, so there are no additional safeguards, legal requirements or network constraints in the cloud that exist in public cloud structures. Cloud service providers and customers build optimized and controlled infrastructure with increased security by eliminating network access for external users.
Private cloud is preferred option for building internal information infrastructure in organizations related to defence and security. An example of a private cloud is the IT infrastructure of a bank.
The Hybrid Cloud is a combination between private cloud and public cloud, and aims to reduce the cost of performing different functions within the same organization by increasing the flexibility of the infrastructure, going beyond the corporate physical data centres. An example of a cloud organization is a bank that manages data and IT systems in-house, but uses a public cloud backup to store the backup encrypted copy of the data. It is precisely this type of cloud that would be very suitable for use in the defence and security sphere, as it offers higher security for the data it stores.
The Community cloud is an infrastructure shared by several organizations that form a community that shares close interests such as: security, terms of use, compatibility requirements and more. This cloud type offers a higher degree of privacy, security, and compatibility policy. It is appropriate for building IT platforms for cooperative activities of various military organizations. An example of such a cloud is the Google Gov Cloud project. Figure 1 shows the four main types of clouds according to their visibility, focusing on their most important action in terms of their use in defence and security. 
Data Centres Based on Cloud Technologies
Modern data centres are engineering and technical facilities designed to provide information resources with a high level of security and affordability. This places higher demands on the performance and reliability of their systems for processing and storing information, the communications environment, power supply, air conditioning, fire protection, security and other support systems. 3 With the development of cloud technologies and the need to consolidate services, modern data centres are becoming increasingly important and emerging as cores for processing, storing and providing information. New standards are introduced for their construction, which determine the level of availability (reliability) of the centre, its cabling, the types of spaces (premises), the permissible operating environment conditions, as well as the requirements for disasters and fire. These standards are developed by various institutes, associations and companies, such as Uptime Institute Tier Certifications, TIA 942, EU Code of Conduct in Data Centres, ISO / IEC 24764, BDS EN 50173-5, DCA, ASHRAE Standard, NFPA Standard, and more.
LEVEL
Availability requirements The Uptime Institute Tier Certifications 11 defines four levels of accreditation related to the design, construction and stability of the data centre ( Figure 2 ). Service availability levels (centre operation) are determined from the allowable interruption of the data centre for one year. For example, at tier 1, the allowable break is 28 hours per year, and at the highest level (tier 4), only 26 minutes per year. 12 Depending on the requirements and availability needs, it is determined at which level the data centre is built.
The Telecommunications Industries Association (TIA) 16 has developed a data centre standard called TIA 942. It defines the factors leading to the creation of a sustainable data centre in terms of architecture, electricity, mechanics, telecommunication components.
The Bulgarian State Standard (ENS) EN 50173-5 is based on the European standard EN 50173-5 and prescribes general wiring requirements for the provision of IT services as well as the connection of large quantities of equipment within the limited space in the data centres.
The International Organization for Standardization (ISO) also offers a standard for cable systems in data centres. ISO / IEC 24764 17 includes requirements for wiring systems, wires and hardware devices.
The European Code of Conduct in Data Centres 8 addresses the environmental and economic impacts of energy consumption in centres.
A number of authors have identified and outline good practices for building modern data centres. 1, 4, 6, 9 They include the design of data centre and the architecture of the support systems and its overall structure. However, for the needs of defence and security, the integration of the individual centres into a data centre system needs to be done in such a way as to provide the necessary redundancy at the level of "cloud infrastructure." To achieve this, the following approach is proposed:
• Identification of the specific services subject to virtualization in the cloud computing of the defence and security authorities (MoD, Ministry of Interior, etc.) that are used by the respective users and the determination of the single point of failure and their need for redundancy; • Summarizing data on the average number of concurrent users who use certain services; • Gather data on the load of hardware resources during work and the amount of information for storing each service; • Determining the capacity of the hardware resources needed to ensure the performance of a given service in the virtualized cloud computing environment, booking the work of the same. The size of data centres for defence and security needs depends on the volume, degree of availability and availability of the services offered, and also the number of users of these resources. The data centre should be considered as a small room with built-in infrastructure (guaranteed power supply, air conditioning, fire alarm, fire extinguishing, communication connectivity, etc.), racks for servers, disk arrays, relevant communication equipment and surveillance and management.
When designing and building a new data centre system, the individual centres need to be the same, with a single hardware and software platform to allow for better compatibility, interchangeability, easier training of administrative and operational staff, and etc.
When building up modern data centres, the following three important requirements must be met:
• The continuity of information resources and access to them;
• High consolidation, scalability and flexibility, based on cloud technologies and virtualization; • Reliable protection and storage of information. Behind the fulfilment of these conditions, there are many communication-information and support systems that provide the necessary communication, climate, physical and information protection, redundancy and overall -high reliability.
Implementation of Cloud Technologies in Defence and Security
Implementing cloud-based solutions to defence and security will optimize the cost of building high-performance information centres, provide easy access to a wide range of services, enable integrated IT solutions, and make more effective use of information resources. One proposed solution for organizing collaborative work between officials based on the use of cloud technologies in data centres is through:
• Creating highly organized virtual platforms to provide cloud resources of the three types -"Software as a Service" (SaaS), "Infrastructure as a Service" (IaaS), and "Platform as a Service" (PaaS); • Creating online user applications available through a web browser to meet the computing needs of users while data and software are stored on servers from the centralized infrastructure; • Reserve critical information in outreach Data Recovery Centres;
• Building IC-environments to integrate multiple services into a single point of access by the user, in accordance with the imposed security policies; • Establishment of Groupware systems to ensure the high integration of physically remote users involved in collaborative processes and to provide a faceto-face exchange of information between them; • Providing users with integrated services such as knowledge sharing, group calendars and schedules, document processing in a group environment, organizing workflows, etc.; • Integrating information and communication resources into a single entity and building unified communications to integrate audio, video and data, as well as user services such as instant messaging, presence information telephony (including IP telephony), video & audio conferencing, data sharing, call control, voice recognition, integrated voice mail, e-mail, SMS and Fax), etc. ; • Building intelligent management systems based on Soft-Collision and Decision Support Systems by the Managing Authorities. These systems are particularly applicable in the presence of inaccurate and incomplete information on the problems solved, in the necessity to make quick decisions in the absence of sufficiently trained specialists, as they successfully "mimic" the processes of reasoning and decision-making by man; • Optimizing the energy saving infrastructure (Green Energy); • Provide enough space for data storage and processor resource in the cloud, as well as the ability to create copies of the documents produced on the local computer; • Providing "continuity" at the time and place of activity of a user on the web, and this "mobility" of access to documents and services must provide high reliability and security; • Organizing effective information protection and minimizing the probability of unauthorized access or interference with systems, programs and services.
For defence and security purposes, building data centres by applying cloud technologies is particularly important. The cloud computing will improve the availability and accessibility of services (from anywhere on the network after authorization), making them more reliable and faster (due to large computing capabilities) and providing more redundancy to information resources (low "denial of service"). Cloud computing, distributed over interconnected data centres, will enable selfservice (automatic redistribution of resources to achieve optimal use), large capacity (disk space), and flexible administration, monitoring and management of services. It will help ensure faster disaster recovery, as the information is stored in more than one data centre in the cloud.
In recent years, a prototype of a virtualized server platform has been developed at the Defence Institute at the Ministry of Defence to provide cloud computing such as PaaS and SaaS platforms. A platform for deploying multiple virtual servers with built-in specialized software (E-mail server, DV server, WES server, GIS server, servers for Domain Controllers, Groupware, etc.). The information services provided by this cloud infrastructure are organized in a common information WEB environment to work by creating a public information portal for the exchange of information and the ability to use e-mail, document sharing), instant messaging, electronic signature, organization of information and document flow between officials and others. A model for defining the software system state has been developed on the basis of in-depth analysis of virtualization systems in cloud architecture design. 2, 5 
Security of Solutions Based on Cloud Technologies
Cloud technologies are exposed to continuous threats and attacks that may adversely affect organizational data (missions, functions, image or reputation), organizational assets, individuals or other organizations. Their protection is subject to in-depth research to detect and eliminate threats. 18 Defence and security data centres are also the subject of malicious attacks using both known and unknown vulnerabilities to compromise the privacy, integrity, or availability of the information being processed, stored, or provided.
When building security and defence data centres, attention needs to be paid to the risks associated with project management, investment, legal responsibility, safety, security of information, etc. Risk management must be a cyclical process, consisting of a set of coordinated activities for supervision and control of individual risks. This process is aimed at enhancing strategic and tactical security and involves the implementation of a risk mitigation strategy and the use of control techniques and procedures for continuous lifecycle monitoring of IT systems and data centres as a whole. 15
Conclusions
Cloud computing and virtualization are the most modern areas at the moment in which many resources and know-how are invested. It has emerged as the main platform for enabling the relative independence of software solutions from hardware, upgrading and multiplying information resources, centralized management and decentralized use of services, integration of various security solutions.
For example, the European Union will fund a € 15.7 million project, called the Vision Cloud (Virtualized Storage Services Foundation for Future Internet), to explore new cloud computing technologies, including data mobility and access control. 10 Building a system of modern defence and security data centres will improve not only the integration of information resources and services, but will also increase the reliability and reduce the denial of service.
Modern virtualization and cloud infrastructure technologies create an effective storage, accessibility, and computing environment to meet the ever-growing challenges of today's information world. Building a sustainable system of modern data centres is a serious solution not only for the needs of defence and security but also outside them.
